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NEW YORK STATE EDUCATION DEPARTMENT

REQUEST FOR PROPOSAL (RFP)
RFP # 24-023

Grants Financial Management System (NYSED — GFMS)

The New York State Education Department (NYSED) Office of Grants Finance is seeking proposals
from qualified vendors to provide a Software as a Service (SaaS), cloud based low-code integrated
Grants Financial Management System (GFMS).

Subcontracting will be limited to thirty percent (30%) of the total contract budget. Subcontracting is
defined as non-employee direct personal services and related incidental expenses, including travel.

NYSED will award one contract(s) pursuant to this RFP. The contract(s) resulting from this RFP will be
for a term anticipated to begin September 15, 2024 and to end February 15, 2029.

Bidders are required to comply with NYSED’s Minority and Women-Owned Business Enterprises
(M/WBE) participation goals for this RFP through one of three methods. Compliance methods are
discussed in detail in the Minority/ Women-Owned Business Enterprise (M/WBE) Participation Goals
section below.

Components contained in RFP #24-023 are as follows:

1.) Description of Services to Be Performed

2)) Project Deliverables, Requirements, and Expectations
3) Submission

4.) Evaluation Criteria and Method of Award

5)) Post Selection Procedures

6.) Assurances

7.) Submission Documents (separate document)

Questions Submission

Questions regarding the request must be submitted electronically to: GFMSRFP@nysed.gov no later
than the close of business April 26, 2024. Questions regarding this request should be identified as Program,
Fiscal or M/WBE. All Questions and Answers Summary will be posted to the Procurements webpage no
later than May 3, 2024. The following are the designated contacts for this procurement:

Program Matters
Name: Sarah Martin
Fiscal Matters

Name: Jessica Hartjen
M/WBE Matters
Name: Brian Hackett

Email address: GFMSRFP@nysed,gov


https://www.nysed.gov/funding-opportunities-procurements/procurements
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Bidders are requested to submit their bids electronically. The following documents should be submitted
by email as detailed in the Submission section of the RFP, and must be received at NYSED no later than
May 14, 2024 by 3:00 PM Eastern Time:

1.
2.
3.
4.

Submission Documents labeled [name of bidder] Submission Documents RFP #24-023
Technical Proposal labeled [name of bidder] Technical Proposal RFP #24-023

Cost Proposal labeled [name of bidder| Cost Proposal RFP #24-023

M/WBE Documents labeled [name of bidder] M/WBE Documents RFP #24-023

The email address for all the documentation is cau@nysed.gov.

Instructions for Submitting an Electronic Bid:

1.

The technical and cost proposal documents should be submitted in Microsoft Office. PDF files
that are editable and Optical Character Recognition (OCR) searchable are acceptable. Please do
not submit the technical or cost proposal as a scanned PDF.
Submission documents requiring a signature must be signed using one of the methods listed below
and may be submitted as a Microsoft Office, PDF, or JPG document. A scanned PDF is acceptable
for these documents.
The following forms of e-signatures are acceptable:
a. handwritten signatures on faxed or scanned documents
b. e-signatures that have been authenticated by a third-party digital software, such as
DocuSign and Adobe Sign
c. Store copies of the images of signatures placed on a document by copying and pasting or
inserting them into it.
Unacceptable forms of e-signatures include:
a. atyped name, including a signature created by selecting a script or calligraphy font for the
typed name of the person “signing.”
To identify the signer and indicate that the signer understood and intended to agree to the terms of
the signed document, the signer will sign beside or provide by email the following attestation: “I
agree, and it is my intent, to sign this document by [describe the signature solution used] and by
electronically submitting this document to [name of recipient individual or entity]. I understand
that my signing and submitting this document is the legal equivalent of having placed my
handwritten signature on the submitted document and this attestation. I understand and agree that
by electronically signing and submitting this document I am affirming to the truth of the
information contained therein.”
In order to ensure the timely receipt of your bid, please use the subject line “BID SUBMISSION
RFP 24-023” — failure to appropriately label your bid or submitting a bid to any email address
other than the one identified above may result in the bid not being received by the deadline or
considered for award.
Bids must be received by 3:00 pm Eastern Time on the due date.


mailto:cau@nysed.gov
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Anticipated Timeline

Events Dates
1. RFP Issued April 16, 2024
2a. Questions Deadline April 26, 2024
2b. Answer Deadline May 3, 2024
3. Proposal Due Date May 14", 2024
4. Preliminary Notification of Selected Vendor June 15™ 2024
5. Contract Start Date September 15%, 2024
Glossary of Terms/Acronyms
API IApplication Program Interface
BCP Business Continuity Planning
BOCES [Board of Cooperative Education Services
BRD Business Requirement Document
CA Contracting Agency
Categorical Aide/Federal Aide (prior name of the Grants Finance office). The CAFE
CAFE system is a COBOL legacy ma@nframe-based system built in the late 1980’s for progessing
grant payments in the Grants Finance office. All payments are bulkloaded to SFS with
multiple interfaces required for administration and reconciliation.
CAU Contract Administration Unit
CERT Certificate Level (current amount authorized to spend)
CFR Code of Federal Regulations
CIA Confidentiality, Integrity, and Availability.
CISM Certified Information Security Management
CISSP  |Certified Information system security professional
CI/CD  |Continuous Integration / Continuous deployment
COA Chart of Accounts
COBOL  |Common Business Oriented Language
CONUS |Continental United States
COTS Commercial-Off-The-Shelf solution
CSv Comma Separated Value
CRUD Create, Read, Update, Delete
DATA Act Digital.Accountability apd Transparency Act. The DATA Actis intgnded to standardiz§ and
centralize federal spending data, so that it can be aggregated, reconciled and made public.
DB Database
- The Definition of Done is an agreed-upon set of items that must be completed before a
Definition of | . . . . :
Done project or user story can bp conmdered corgplete. It is ippl}‘ed cor,l,smtently and serves as an
official gate separating things from being “in progress” to “done.
DPA Data Protection Authority
DR Disaster Recovery
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DTF Department of Taxation and Finance
EDGAPS |United States Education Department Grants last date to draw funds
EDGAR [United States Education Department General Administrative Regulations
EEO Equal Employment Opportunity
ESD Empire State Development
ETL Extracting, Transforming and Loading
EZSPEC [EZSPEC is a Unisys software package for creating custom reports.
FERPA  [Family Educational Rights and Privacy Act
FFATA  |Federal Funding Accountability and Transparency Act
FIPS Federal Information Processing Standards
GAAP  |Generally Accepted Accounting Principles
GB Gigabyte
GFMS  |Grants Financial Management System (the proposed name of the new application)
The Grants Finance Office is responsible for the financial management of over $3.5B
supporting about 11,000 State and federal grants annually. The office administers all grant
payments while other NYSED program offices are responsible for ensuring that the
GF activities funded by the grants are planped apd impleplented appropriately. Grants are
awarded to over 1,500 local agencies, including public school districts, charter schools,
nonpublic schools, Boards of Cooperative Educational Services (BOCES), municipalities,
post-secondary institutions, private not-for-profit organizations, community-based
organizations, and library systems.
The Grant Reporting Efficiency and Agreements Transparency (GREAT) Act is a new law
GREAT Act [signed on December 30, 2019. This law transforms federal grant reporting by directing
federal agencies to modernize and improve grantee reporting.
Hybrid  |Defined in this document as: (Waterfall + Agile) SDLC methodology.
M Instant Message
ISO International Organization for Standardization
ISTQB [International Software Testing Qualifications Board
ITS INYSED’s internal Information Technology Services staff/office.
JPG Joint Photographic Expert Group
KPI Key Performance Index
LCDP Low Code Development Platform
LEA Local Educational Agencies.
M/WBE  Minority/Women-Owned Business Enterprise
NIST National Institute of Standards and Technology
NYSED [New York State Education Department
OCM Organizational Change Management
OCR Optical Character Recognition
OF Oracle Financial. This is an Oracle database psed to recgive and transm.it extract files to and
from SFS. It also Transmits payments file with Grants Finance transactions.
OSC Office of the State Comptroller
PDF Portable Document Format
PII Personal Identifiable Information
PO Program Office
PROJECT |Indicates a subrecipient grant award for a specific school year, 10-digit unique code
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PSR Project Status Report.
QA Quality Assurance
QRG Quality Resource Group
RAID Risks, Assumptions, Issues, Dependencies.

Reconciliation[The process by which NYSED ensures that all financial transactions sent to SFS were
received and processed appropriately, that all ledger data is consistent with NYSED internal
system and that all discrepancies are explainable.

REST Representational state transfer
RFP Request for Proposal
RFQ Request for Quote
SAAS Software as a service (SAAS).
SAMS  [State Aid Management Systems.
SDLC Software Development Lifecycle
SDVOB  [Services, Division of Service-Disabled Veterans’ Business Development
SED State Education Department
SEDMON SED Monitoring is. a survey system used by NYSED Program Office to receive
Consolidated Application for ESSA funded programs.
State Education Department Reference File. All contact information for districts, BOCES
(Boards of Cooperative Educational Services), Consortium for Workers Education (CWE)
and charter schools are maintained in the SEDREF system. Also, SEDREF maintains key
SEDREF [institutional data like school name, address, phone, grades served, and website URL and the
names and contact information for several key personnel of the institution. SEDREF
Cognos reports are available to the public with nightly refreshed data. SEDREF provides
certain information to SAMS and some SEDREF data can be changed via SAMS.
Statewide Financial System. SFS is an Oracle Peoplesoft enterprise resource planning
(ERP) system that was built to enable the State of New York to perform its fiscal and
SFS . . . . . .
business management tasks effectively and transparently with a single, enterprise-wide
accounting and financial management system that serves a broad base of stakeholders.
SFTP Secure File Transfer Protocol
SIPOC  [Suppliers, Inputs, Process, Outputs, Customers
SOC Security Operations Center
SSO Single Sign On
SSOT Single Source of Truth
UAT User Acceptance Testing
Uniform Grants Guidance. UGG is an authoritative set of rules and requirements for Federal
UGG awards that synthesizes and supersedes guidance from earlier OMB (Office of Management
and Budget) circulars.
Ul User Interface
UEI Unique Entity Identifier
UNISYS |United, information and systems.
UX User Experience
This is the designated vendor awarded under this RFQ and contracted to implement the
Vendor  [solution for the NYSED Grants Finance Modernization Project. This may also be referred to
as Vendor, Contractor, System Implementer (SI), or Vendor / SI.
'Voluntary Product Assessment Template. An example VPAT template may be found on the
VPAT . .
Section 508 website.
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WBS 'Work Breakdown Structure
WCAG  [Web Content Accessibility Guidelines.
WCL Workers’ Compensation Law
WEBACC [Web Accessibility Policy
XLS Excel Binary File Format
XML Extensible Markup Language
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1. Description of Services to be Performed

1.1 Work Statement and Specifications

This section of the bid package details the services and products to be acquired. Please note that the
contract process also includes general New York State administrative terms and conditions, as well as
terms and conditions required by New York State law. These terms and conditions address issues related
to both the submission of bids and any subsequent contract; they are included separately in this bid
package for your information. Please review all terms and conditions.

1.2 Minority and Woman-Owned Business Enterprise (M/WBE) Participation Goals Pursuant to
Article 15-A of the New York State Executive Law

For purposes of this procurement, NYS Education Department hereby establishes an overall goal of 30%
of the total contract amount for M/WBE participation, 17% for Minority-Owned Business Enterprises
(“MBE”) participation and 13% for Women-Owned Business Enterprises (“WBE”) participation based
on the current availability of qualified MBEs and WBEs. All bidders must document good faith efforts to
provide meaningful participation by MWBEs as subcontractors or suppliers in the performance of this
Contract. Minority and Women-Owned Business Enterprise (M/WBE) participation includes any and all
services, materials or supplies purchased from New York State certified minority and women-owned
firms. Utilization of certified Minority and Women-Owned firms will be applied toward the goals. Bidders
can achieve compliance with NYSED’s Minority and Women-Owned Business Enterprise goals as
described below.

ACHIEVE FULL COMPLIANCE WITH PARTICIPATION GOALS (PREFERRED)

Bidders should submit subcontracting/supplier forms that meet or exceed NYSED’s participation goals
for this procurement. All subcontracting/supplier forms must be submitted with the bid proposal. In
addition, bidders must complete and submit M/WBE 100: Utilization Plan, M/WBE 102: Notice of Intent
to Participate and EEO 100: Staffing Plan. Instructions and copies of these forms are located in the
Submission Documents. All firms utilized must be certified with the NYS Division of Minority and
Women Business Development before beginning any work on this contract. For additional information
and a listing of currently certified M/WBEs, see the NYS Directory of Certified Minority and Women-
Owned Business Enterprises.

The contact person on M/WBE matters is available throughout the application and procurement process
to assist bidders in meeting the M/WBE goals. NYSED reserves the right to approve the addition or
deletion of subcontractors or suppliers to enable bidders to comply with the M/WBE goals, provided such
addition or deletion does not impact the technical proposal and/or increase the total cost of the bid
proposal.


https://ny.newnycontracts.com/FrontEnd/searchcertifieddirectory.asp
https://ny.newnycontracts.com/FrontEnd/searchcertifieddirectory.asp
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DOCUMENTATION OF GOOD FAITH EFFORTS

Bidders must undertake a good faith effort to solicit NYS Certified M/WBE firms as subcontractors and/or
suppliers in fulfillment of this procurement. Means of solicitation may include but are not limited to:
advertisements in minority centered publications; solicitation of vendors found in the NYS Directory of
Certified Minority and Women-Owned Business Enterprises; and the solicitation of minority and women-
oriented trade and labor organizations. Bidders will be required to certify and attest to their good faith
efforts by completing NYSED’s Certification of Good Faith Efforts (Form M/WBE 105). See the M/WBE
Submission Documents for detailed examples of and required forms to document good faith efforts.

NYSED reserves the right to reject any bid for failure to document “good faith efforts” to comply with
the stated M/WBE goals.

IN THE EVENT BIDDERS CANNOT COMPLY WITH NYSED DESIGNATED PARTICIPATION
GOALS, SAID BIDDERS MUST DOCUMENT THEIR “GOOD FAITH EFFORTS” TO COMPLY
AND SUBMIT ONE OF THE FOLLOWING REQUESTS:

REQUEST A PARTIAL WAIVER OF PARTICIPATION GOALS

In order to request a partial waiver of the participation goals for this procurement, Bidders must provide
documentation of their good faith efforts to obtain the use of certified M/WBE enterprises along with their
bid proposal forms. The subcontracting forms must include the participation percentage(s) for which they
seek approval. Bidders will be required to certify and attest to their good faith efforts. Bidders should
submit a request for a partial waiver (Form M/WBE 101) and document their Good Faith Efforts (Form
M/WBE 105) when the bid is submitted. Bidders must also complete and submit M/WBE 100: Utilization
Plan, M/WBE 102: Notice of Intent to Participate and EEO 100: Staffing Plan. The M/WBE Coordinator
is available throughout the procurement process to assist in all areas of M/WBE compliance.

REQUEST A COMPLETE WAIVER OF PARTICIPATION GOALS

In order to request a complete waiver of the participation goals for this procurement, Bidders must provide
documentation of their Good Faith Efforts to obtain the use of certified M/WBE enterprises along with
their bid proposal forms. Bidders will be required to certify and attest to their good faith efforts. Bidders
should submit a request for a complete waiver on Form M/WBE 101 and document their Good Faith
Efforts (Form M/WBE 105) while submitting their bid. The M/WBE Coordinator is available throughout
the procurement process to assist in all areas of M/WBE compliance.

All payments to Minority and Women-Owned Business Enterprise subcontractor(s) must be reported to
NYSED M/WBE Program Unit using M/WBE 103 Quarterly M/WBE Compliance Report. This report
must be submitted quarterly and can be found on NYSED’s M/WBE Forms and Compliance Forms
webpage.

Service-Disabled Veteran-Owned Business (SDVOB) Participation Goals Pursuant to Article 3 of
the Veterans’ Services Law

Article 3 of the Veterans’ Services Law allows eligible Veteran business owners to get certified as a New
York State Service-Disabled Veteran-Owned Business (SDVOB). The goal of Article 3 is to encourage
and support eligible SDVOBs to play a greater role in the state's economy by increasing their participation
in New York State's contracting opportunities. To this end, NYSED strongly encourages bidders to make
maximum possible use of SDVOBs as subcontractors and/or suppliers under this contract, consistent with
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the requirements of State Finance Law and State procurement guidelines, as well as NYSED policies and
procedures. Bidders should consider fulfilling the requirements of this contract through the participation
of SDVOBs at a rate of 6%. For additional information about this program, including a list of SDVOBs,
please visit the Office of General Services, Division of Service-Disabled Veterans’ Business Development
website.

1.3 Project Background

NYSED’s existing legacy system, CAFE (Categorical Aid/Federal Aid), was designed in the early 1980’s
using COBOL 76 computer programming language and is hosted on a UNISYS 4380 Mainframe. It is
the main application used by NYSED staff to process approximately 11,000 subrecipient grant awards
totaling over $3.5B annually. The existing code is difficult to modify and analyze due to 40+ years of
modifications and customization. The system does not allow for information/data to be easily available in
real-time or for ad-hoc reporting. NYSED and its subrecipients would benefit significantly from a modern
web based end-to-end Grants Financial Management System that provides online entry/submission of
project budgets, budget amendments, requests for payment, and final expenditure reports, and that
incorporates built-in workflows and approvals between NYSED offices.

For this modernization effort, NYSED is soliciting proposals from qualified vendors to replace CAFE, its
existing legacy grant payment and accounting system. Qualified vendors will have extensive experience
in implementing large-scale Grants Financial Management Systems within State agencies and/or large
local governments and will preferably be familiar with 2 CFR 200 (Uniform Administrative
Requirements, Cost Principles, and Audit Requirements for Federal Awards) and Education Department
General Administrative Regulations (EDGAR).

The Solution Must:
e Modernize the submission of paper fiscal documents by local educational agencies
(LEAs),

including grant project expenditure-based budgets, budget modifications/amendments, requests
for payment, and final expenditure reports, while seamlessly managing the fund level accounting
of each financial transaction.

e Modernize the interaction between LEAs and program office during budget review and
approval.

e Provide real-time dashboards and visibility into the grant management lifecycle and payment
approval process across user groups.

e Provide advanced reporting and analytical capabilities to NYSED and its stakeholders.

o Transform daily processing into a file that meets the New York State Financial System’s (SFS)
file layout structure and send.

o Be securely and conveniently hosted on a cloud server.

o Be highly configurable/scalable to meet future changes to New York State Financial System (SFS)
and Office of the State Comptroller (OSC) requirements, while leveraging industry best practices.

The fully implemented software solution must meet the following high-level expectations while
meeting Milestones & Deliverable Requirements provided by the implementation vendor:

e Vendor must offer SaaS (software as a Service), cloud based Low Code Development Platform
(LCDP).

e Vendor must develop Grant Administration system with user-friendly User Interface (UI) as per
NYSED requirements.
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Grant Application Review and Award process- Users can submit various forms,
workflow for assigning and managing grant applications to review, update and track
application status.

Grant Financial Management- NYSED Grants Finance staff monitor and track
expenditures/obligations, perform fund accounting management, adhere GAAP
standards, manage allocations and reallocations, and implement expenditure/budgetary
controls with robust tracking.

Reporting Analytics- Includes standard, custom & ad hoc financial reports to track
funds/monitor available balances and oversight for audit compliance.

Dashboards- Analytical dashboards to measure metrics/KPIs, analyze trends and
patterns.

Reconciliations with Statewide Financial System to identify discrepancies and generate
actionable insights to mitigate.

e Vendor must develop system interfaces with other financial and reporting systems and provide
means of ensuring data transmission is accurate and complete.

e Vendor must develop Online Help / Self-Services to assist users in understanding, usage,
troubleshooting independently.
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1.4 NYSED Organizational Structure for Implementation

The diagram below is provided to help the bidder understand the reporting and decision-making
Structure for this modernization project.

NYSED Organizational Chart for GFMS Implementation

NYSED Executive Sponsors
GFD & CIO

Director of Project Director of Financial Assistant Director of ITS:
Management Office Administration Business Solutions

NYSED: Project Director
and Business Lead
o

)\ h

f \ _ |

GFMS Project Team Business Subject Matter NYSED Techmology
| Experts Teams
A e e

- - -~
Oracle Finance

TeEm [OF) —t—.| SEDREF Team

Pt Fa

v ’ -

GF CAFE Team |_A_ | SEDMON Team

Pt Fa
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The chart below is provided to help the bidder understand the roles and responsibilities of the NYSED
teams:

Implementation Group Description

Executive Leadership Group The Chief Financial Officer is the ultimate “decider” on
program decisions brought to her by the Project Director or the
Director of Financial Administration.

The Chief Information Officer (CIO) is the ultimate “decider”
on technical decisions for the project. The Assistant Director
of ITS and the Director of the Project Management Office
(PMO) are also directly involved in providing technical
oversight of the project.

The implementation team can expect once significant
development on milestones begins, to present to leadership as
part of the Stakeholder Demonstrations as it aligns with sprint
development releases. Together, this group will provide
executive leadership on both business solution implementation
and technology aspects of the program.

Additionally, the Project Director presents progress reports to
additional Senior Leadership within NYSED.
Project Director The Project Director is involved in all areas of the project and
will provide direction and vision to align with Executive
Leadership, and additionally:
e Oversees funding, invoices, and payments.
e Reviews and provides direction on issues and risks.
e Communicates project status directly to Executive
Leadership
e Provides leadership and decision-making among team
technical plans
GFMS Business Solutions This team, consisting of Grants Finance System subject matter
experts (SMEs) was created specifically to oversee the creation
of the new system as the core users of the GFMS. This team is
responsible for reviewing and approving activities associated
with design, validation, and implementation of the solution.

This team is responsible for approving technical plans,
including long-term solutions for maintenance and support of
the developed system (GFMS), as part of the implementation

plan.

GFMS Project Team Consists of the Project Director, Project Manager, and
Business Analysts

NYSED ITS The NYSED Information Technology Services team provides

technical leadership for the implementation, ensuring that
technical plans align with the overall technical goals of
NYSED.
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1.5 Current Infrastructure

To assist in rightsizing and preparing the vendor cost proposal, the following details about the existing
system are provided:

The Office of Grants Finance is responsible for the post-award processing and accounting of grant
projects, including project expenditure-based budget review, issuing subrecipient grant award notices,
processing payments, final expenditure report review/processing, project reporting, and closeout. The
CAFE system currently maintains expenditure category (Professional Service, Support Staff Services,
Purchased Services, Supplies and Materials, etc.) level accounting for each grant project/subaward. This
information is rolled up in the system to monitor/track spending for grant programs by school year and
funding source. The accounting ledgers are reconciled (balanced) monthly with the Statewide Financial
System (SFS) while individual transactions are reconciled daily to ensure that complete processing has
occurred.

1.5.1 Existing Application Environment

Platform UNISYS 4380 Mainframe

Programming Language COBOL74 and XGEN Language

Operating System Master Control Program (MCP) Release 19.0/60.0
# of Programs (running reports and 135

system)

Database Tables 20

Database Size 4 GB

Reports 100+
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The figure below shows how the current mainframe system (CAFE) interacts with other systems such as:
FI, SEDREF, OF (Oracle Finance), and SF'S (Statewide Financial System) using SFTP batch
jobs/manual flat files allowing for the efficient and secure exchange of data (Financial & Vendor
information) between systems.

CAFE System Context Diagram and Data Flow

Unisys Mainframe Server
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1.5.2 Grant Structure of Existing System with Counts

The table below shows the hierarchy of data elements in the existing system that will be replicated in the
future state.

Annual Counts LG
Type Definition TG Data to
Migrate
Federal or | Funding that NYSED receives from the Federal 75-100 10

State government or from NY'S State budget appropriation
Awards | for a particular purpose to be administered by NYSED
and awarded to subrecipients (LEAs) in NYS.

Grant Grant Programs can be a 1 for 1 relationship with a 90-115 10

Programs | State or Federal award or could represent a particular
(Initiatives) | initiative that makes up a component of a State or
Federal award.

Grant Represents a single subrecipient annual grant award to | 9,000 — 11,000 10
Project* | a LEA from NYSED for a particular Grant Program.
Voucher | Vouchers represent payments sent to LEA for a 25,000 10

particular Grant Project.
*Note: LEAs submit an Expenditure Based Budget (Form FS-10) that is reviewed and approved by NYSED prior to voucher
creation and payment.

1.5.3 High-level “As-is” Business Process
The diagram below shows the high level “As-Is” NYSED Business Process for awarding subrecipient

grants to local education agencies within NYS. The color codes help identify which steps occur in the
existing system and those that are currently out of scope for this project.

“As-Is” High-level Business Process

LEA submits
Federal/State/ RFP or Non- —p! grant For those LEAs being PO staff create Project
ey s Rpgun ; 3 Paper FS-10/
Fiduciary Grant Competitive ‘ application awarded, the paper Budget in system: Project Qhsatenforiaial
Funding is available Applicationis budgetisreviewed |—> AV ECIDI (LT 9 9
i . signature are
for a particular posted to ‘ LEA submits manually by PO staff SEDREF)and award delivered to GF
purpose NYSED.gov grant budget untilapprovable amount are assigned ‘

\J

Paper FS-10isloggedas

received, summary level e . \ / \
2 Bulkload file / FSR il t \
budgetinformation is entered, e et MO OF Receives bulkload || SEiecahes >l cymensars

funding is assigned, and cre:tne:;::thteosgzte 4 ( files and sends to SFS ol P;::esses = uz)dSth/,SLFE SA by"}
payment (voucher) is initiated, l'\ /

if applicable.

\/

LEGEND: 144 Reports

generated to perform

analysis, monitoring,
tracking, analysis,
reconciliation

Steps in white occur outside of CAFE system

Steps in gray are automated interfaces with CAFE system
Steps in light blue are out of scope for Future State under
contract awarded through this RFP.
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1.5.4 Reports from Legacy System

The chart below shows the number of core reports generated from the mainframe system. Some of these
reports will not be needed in the future state due to the ability to query data in real-time.

SOURCE DESCRIPTION COUNT
EZSPEC The reporting tool utilized to create ad hoc reports from the 8
database with the ability to save/edit report specifications
for future use.
CAFE MAINFRAME Reports created by IT program that can be scheduled in a 75
run cycle: Quarterly, Monthly, Weekly, Daily
ONLINE Web-based reports available on either the internal or 37
external facing websites
OTHER As needed data extracts 7
1.5.5 Future State Anticipated Number of Users (Estimate)
User User Type Estimated Users
NYSED Users — Edit/Update Internal 200
NYSED Users — View Only Internal 25
LEA Users — View Only External 1250
LEA Users — Edit Access External 2500
1.5.6 Future State Forms
Number | Name Description
1 Expenditure Based Budget FS10-Budgets
2 Budget Modification FS10A-Budget Amendments
3 Request for Funds FS25-Requests for Funds
4 Final Expenditure Report FS10F-Final Expenditure Reports
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2. Project Deliverables, Requirements, and Expectations

This section provides a complete overview of how NYSED expects the project management and
implementation development to be conducted by the selected vendor and in collaboration with the Grants
Finance Project Team(s). The work involved to meet contract expectations is broken down into several
sections:

2.1 Project Management Activities

This is defined as daily, recurring, or standard project work, such as monthly status reports, that is
necessary to provide visibility to NYSED on progress but also necessary for the daily work momentum.
There is an expectation that the selected vendor is working in close collaboration with NYSED and the
Grants Finance Project Team(s). The project work is the vehicle in which the collaboration is defined. A
vendor may also bring their own best practices for project work as part of their engagement and to ensure
the complete success of the project.

2.1.1 Vendor Work Location

Work may be performed at a remote work location within the Continental United States (CONUS). Key
staff, such as the Vendor’s leadership team, including Account Executive, Project Manager, and
Business Analysts must attend quarterly meetings for one day at 89 Washington Avenue, Albany,
NY. It is preferred that the Vendor’s Project Manager should be located within the Capital Region
(Albany, Schenectady, Troy, Rensselaer, or Saratoga counties) and the primary project team must be
available through Microsoft Outlook/Teams during the expected working hours. Vendor staff must
perform all work on NYSED issued laptops, which will be shipped to the Vendor and should be returned
at the end of the project engagement.

The Vendor will incur all travel associated costs. NYSED will not reimburse travel expenses.

2.1.2 Meeting Requirements

Meetings and regular communication with project stakeholders to review project progress are required.
Stakeholders need to be fully engaged, have a feedback loop for continuous improvement, offer guidance
on feature configurations, prioritize feature configurations, and define a shared understanding when a
feature configuration is complete.

At minimum, the Vendor should conduct the following meetings and must utilize the NYSED’s preferred
project management software such as At/assian products (Jira, Confluence, Bitbucket, etc.) and boards to
facilitate these meetings:

Meeting Location Occurrence/Frequency | Purpose
Kick-off Summit Albany, 2 day - Project Initiation | Review Objectives and Scope
New York
Steering Albany, Quarterly To review progress, risks, and address
Committee New York any issues/concerns or change in
scope.
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Project Overview Virtual Monthly Provide project overview, review
progress, risks, project schedule.

Project Status Virtual Weekly Provide update on project

Stand-up Scrum Virtual Daily Discuss what was done prior day, to
do, and any roadblocks.

Other Scrum Virtual As needed Sprint Plannings- Each iteration will
contain a prioritized list of
requirements,

Sprint Reviews - After each iteration,
the outcome will be shared with
stakeholders for feedback, determine if
adaptations are needed or if the
iteration is complete.

Sprint Retrospectives - Lessons
learned.

2.1.3 Reporting Requirements

At minimum, the Vendor should provide the following project/implementation documentation to
NYSED:
1. Vendor Project Plan
a. Statement of Work including all deliverables
b. Work breakdown structure
c. Project Timeline with milestones and tasks
d. RAID Log (Risks, Actions, Issues, Decisions)
2. Weekly Project Report
3. Monthly Steering Report- Presentation to Project Director and Executive Stakeholders to identify
project progress and risks.
4. User stories for all NYSED workflows.
5. Quality Assurance Test Plan
6. User Acceptance Testing (UAT) Plan-Documents testing strategy, test scenarios, resources to be
used, environment creation details, and other related information.
a. Needs to be approved by the sponsor and stakeholders.

For more details on the deliverables that are due against a milestone and the success criteria for a
milestone, please refer to section 2.3 of this document & the Cost Proposal (Excel workbook).

Upon contract signing, NYSED will work with the Vendor to discuss the optimal combination of meetings
and reporting for the project and if additional requirements are needed.

2.1.4 Additional Vendor Roles and Responsibilities
The vendor’s staff must have advanced technical knowledge and skills to lead the implementation and
collaboration amongst the different groups within NYSED. They must work in a hybrid agile capacity and

are responsible for the following:

e Design and technical plans of all the system components
e Software coding and development of all system components
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e Meeting technical timelines and informing the Project Manager/Scrum Master of any issues or
risks

e Vendor should successfully migrate data from the current CAFE database to the new database
and demonstrate the completeness and correctness of the transferred data.

e Demonstrating workable code via Stakeholder Demonstrations

2.1.5 Hybrid/Agile Methodology

The primary project team shall adapt to agile methodologies considering the ability to embrace change
during the development process. The team shall have a basic understanding of Agile-Scrum methodology.
The Grants Finance modernization project’s main objective is replacing manual data entry of paper
submissions in the UNISYS mainframe. Currently, many of the processes and reports are limited due to
the restrictions of the existing system and many will no longer be needed in an online system. NYSED
users viewing and testing the new software will raise new procedural questions and force a reevaluation
of current processes. New workflow realities will emerge as the project progresses and new requests and
modifications to the software will be needed. Please refer to section 2.4, Change Management Process
and Issue Tracking, for information regarding how changes will be handled under the contract.

Definition and relationship between terminologies used in section 2.2 & Section 2.3:

1. Milestone — Each milestone is associated with a set of features. Example: GFMS-Milestone-M06
. Feature — Each feature is a functionality of Grants Finance and associated with a set of deliverables.
Example: GFMS-Mod-feature-006 & GFMS-Mod-feature-007.

3. Deliverables — As each feature is a functionality and the ‘Definition of Done’ for each feature will
be a shippable product/Release, a set of deliverables are associated with each feature. Example:
‘UAT completion report’ or ‘Evidence of successful deployment’.

4. Deliverable Reference — All the deliverables are consolidated under different deliverable
references. Example: D700 Quality Assurance Testing or D800 Deployment. Each ‘Deliverable
reference’ specifies a set of high-level requirements for each of the SDLC phase.

Note: the deliverable reference is not linked to payments. All payments are driven off the Milestones
and the fulfillment of its associated success criteria.

To provide more clarity on how the deliverables, milestones and success criteria are laid out in the RFP,
please refer to table below.

Milestone/Feature/Deliverable reference Associated section in the RFP

High level requirements for a SDLC phase and its associated | Refer to table in section 2.2.1 Deliverables

deliverables and Implementation Requirements

All Non-functional requirements Refer to table in section 2.2.2 Non-Functional
Requirements

Milestones and the features linked to each milestone Refer to table in section 2.3.1 Milestones

Success Criteria of each milestone Refer to table in section 2.3.2 Milestone
Success Criteria
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2.2 Deliverables and Functional/Non-Functional Requirements

2.2.1 Deliverables and Implementation Requirements

The implementation requirements identify the required work to meet each Deliverable. The purpose is
for NYSED to provide as much requirement specificity to allow a vendor to develop a reasonable effort
for the implementation work. Note: The deliverable reference is not linked to payments. All vendor
payments are based on Milestone completion and the fulfillment of its associated success criteria.

All deliverables should be reviewed & approved by NYSED. Deliverables should be in 'NYSED
approved' status, only then the milestone is considered complete. For details on the milestone
refer to table in section ‘2.3.1 Milestones’.

D100 - Project Management Activities

Requirement Description Deliverables
e The vendor must establish project governance. o Stakeholder Register
e The vendor must develop DED - Deliverable Expectations e Project schedule
Document e Project Management Plan
e The vendor must develop communication plan. e Monthly/Weekly Project
e The vendor must create and update project plan to include Status Report
all contractor deliverables and project phases. e Risks, Assumptions, Issues,
e The vendor must work with NYSED to establish scope. Dependencies (RAID) Log
e The vendor must create RAID log for project. e Project closure report.
o The vendor must engage in stakeholder expectations o Support management plan
management.

e The vendor must execute project kick-off summit.

e During project closure, vendor must handover User support
documentation, project closure documents, stopping of
periodic ETL from As-is system, revoking of to-be system
access to vendors who are not involved in continued

support etc.
D200 — As-is system understanding & To-be system design
Requirement Description Deliverables
e Vendor must offer SaaS (software as a Service), cloud e Requirements Document Or
based Low Code Development Platform (LCDP) its Agile equivalent like
e Vendor must develop Grant Administration system with Product backlog
user-friendly Ul as per NYSED requirements. e Technical System
- Grant Application Review and Award process- Specification Document
Users can submit various forms, workflow for o Testing risk assessment &
assigning and managing grant applications to Test Strategy
review, update and track application status. o Traceability matrix

- Grant Financial Management- NYSED Grants
Finance staff monitor and track
expenditures/obligations, perform fund accounting
management, adhere GAAP standards, manage
allocations and reallocations, and implement
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expenditure/budgetary controls with robust
tracking.

- Reporting Analytics- Includes standard, custom &
adhoc financial reports to track funds/monitor
available balances and oversight for audit
compliance.

- Dashboards- Analytical dashboards to measure
metrics/KPIs, analyze trends and patterns.

- Reconciliations with Statewide Financial System to
identify discrepancies and generate actionable
insights to mitigate.

The vendor must develop system interfaces with other
financial and reporting systems and provide means of
ensuring data transmission is accurate and complete.
The vendor must develop Online Help / Self-Services to
assist users in understanding, usage, troubleshooting
independently.

D300 — Data Migration

Requirement Description

Deliverables

The vendor must be able to perform data migration
activities from Unisys mainframe to cloud database
environment and should develop data architecture as
required by NYSED. Knowledge of COBOL programming
language is preferred.

The vendor must develop and document a step-by-step
approach for Extracting, Transforming and Loading (ETL)
processes for data migration.

The Vendor must migrate all records from the legacy
databases, resolve any issues and create the appropriate
destination locations in the “To Be” system.

The Vendor will collaborate with NYSED database team to
develop stored procedures and rules to transfer data and
continually refresh throughout the implementation.

The Vendor must provide data cleansing services as part of
data migration, leading the collaboration with NYSED IT
and Business Team.

The Vendor must provide data cleansing services as part of
data migration, leading the collaboration with NYSED IT
and Business Team.

The Vendor must collaborate with NYSED to establish a
clear, agreed-upon standard for when a record from the
Unisys Mainframe database is accurate and complete. Each
field in each record will need to be aligned with a
corresponding field and record in the “To Be” system.

The Vendor must conduct data validation testing to ensure
every record is accurately migrated to the new database.

Data mapping between
CAFE and To-be system.
Data dictionary of To-be
system.

Entity Relation diagram of
the To-be database.

Proof of concept (POC) of
data migration, completion
report.

Full Data migration plan
Full Data migration
completion report

Two Periodic extract,
transform & load (ETL)
completion report.

Release notes
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e The Vendor must allow NYSED Business and IT Teams to
inspect the following and provide sign-off confirming that
all required data has been migrated successfully.

- Count of Datasets

- Count of Total Records per Table
- Data Quality/Accuracy

- Data Structure and Indexes

o Database Performance

e The vendor must archive data that was extracted from the
legacy system but not utilized in the “To Be” system. The
archived data needs to be available in format that is easily
accessible.

Data Migration Testing

e The vendor must conduct data validation testing to ensure
every record is accurately migrated to the new system.

e The vendor must test how the migrated data integrates
within the new system (Ex. edit the migrated data record
and determine whether migrated record auto-populates
upon entering several characters within a field).

D400 — User Interface
D400-1 Forms Digitalization

Requirement Description

Deliverables

e The System must have online dynamic form/template
configuration with the ability to create new/modify existing

online forms without extensive development/customization.

It should include auto-save functionality.

e The System must have a user-friendly UI that:

- 1s easy to navigate.

- has uniformity in design elements such as: buttons,
fonts, form fields, and labels.

- provides feedback/information such as: tooltips,
validation success and error messages, and
mandatory fields.

- incorporates responsive design (adapting to
different screens) across platforms.

- auto populates inputs from system interfaces and
performs aggregations where necessary.

e The system must have robust search capability to retrieve
information based on search of key words, fields, text in
notes section, other metadata, etc. The system must post
SED announcements pertaining specifically to GFMS users
on the Welcome page.

o The system must have an organizational page integrated
with SEDREF to populate LEA information.

Application specification doc
or its Agile equivalent
Component specification doc
or its Agile equivalent
Wireframes for New User
interfaces & Reports
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The system must have automated workflow routing to
process submitted fiscal forms such as review, rejection,
approval, return for modification, etc.

The system must have a customizable dashboard to view
the list of applications and status with the option to drag
and drop selected fields.

The system must send notification/alert through Microsoft
outlook emails for listed and group of users by function
such as dunning, approved cert, status change, submission,
due date, flags, job runs failure and success etc.

The system must check completeness & accuracy to submit
and acknowledge forms.

The system must have the capability to upload documents
such as supporting information/source documents and
reports in supportable file formats such as: pdf, xIsx, docx,
csv, zip, etc. The system must generate unique reference
number /acknowledgment number upon form submission of
form by LEA to track and monitor status.

The system must adhere to NYSED compliance and
auditing such as

- users to sign and certify submissions electronically
in compliance with e-signature policy. (Refer to
NYSED policy in Attachment 7.5).

— Audit trail logs functionality to facilitate
accountability, traceability, compliance to track all
system activities and changes such as user logins,
modifications, database access, configuration
changes and many more.

D400 — User Interface
D400-2 Grant Funding

Requirement Description

Deliverables

The system must transform approximately 34 view and
update mainframe screens into user-friendly UI to perform
critical Grants Financial Management. (Refer to sample
screens in Attachment 4).
The system must allow for hierarchical relationship
between data components to easily drill down to
transactional data (lowest level) Refer to 1.5.2 Grant
Structure of Existing System with Counts
Authorized users periodically create and update different
data elements including but not limited to: Chart of
Accounts (COA) Information, Funding Source, Fund Code,
Project Information, Contract Information, Funding
Distribution, Grant Award Period, Grant Award Date,
Appropriations, Segregations, Allocations, etc.

- The system shall allow for the creation, monitoring,

and processing of allocation records for specific

grant programs at the LEA level. The system must

Application specification doc
or its Agile equivalent
Component specification doc
or its Agile equivalent
Wireframes for New User
interfaces & Reports
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allow for modification/reallocation of amounts and
rebalance calculations.

e The system must perform financial accounting
computations.

e The system must support/track budget modifications at the
budget expense category level.

o The system must store specific dates such as liquidation
date and expiration date and carry forward unobligated
balances to next fiscal year if funds are still active (not
expired or liquidated.)

e The system must have expenditure/ budgetary controls with
a robust tracking action.

- Stop payment such as SED Stop, Project Stop,
Contract Stop, Bud Stop, Pay Stop to freeze budget
payment releases as per NYSED business logics.

- Threshold logics to flag and display alerts and
warning messages to monitor such as fund balances
& utilization.

- Generate notification, emails such as dunning
letters, approval notification at defined frequency
until flags are mitigated (ex. Overdue Final
Expenditure Report)

e The system must support bulk load processing or interfaces
with other accounting systems for financial accounting and
reconciliation.

o The system must automatically generate unique voucher
numbers for payment authorization.

D400 — User Interface
D400-3 Reports

Requirement Description Deliverables

e The system must easily replicate approximately 100+ e Application specification doc
standard reports (mainframe, EZSPEC, web & others) with or its Agile equivalent
summary and transaction level data to perform analysis ata| e Component specification doc
defined frequency: daily, weekly, monthly, quarterly, or or its Agile equivalent
annually. (Refer sample reports in Attachment 3). e Wireframes for New User

e The system must have reporting tools to generate custom interfaces & Reports

reports on an adhoc basis to help facilitate audits, FOIL
requests, other special data requests.

e The system must connect to databases (either cloud or on
Prem) of various source systems and perform
transformation logics (data cleansing, formatting,
calculations, and aggregations) to create data reports and
visualizations/charts.

e The system must have data manipulation/data analysis
feature to enhance user ability to interact and analyze data
and to perform custom/ad hoc reports using features such
as:
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- Selection of multiple data fields

- Sorting functionality to identify patterns/outliers.

- Dynamic filters to narrow down the criteria.

- Grouping and aggregations.

- Drag and drop to rearrange and customize the
layout to create personalized view.

- Pivoting to rotate columns to rows or rows to
column to analyze data from different perspectives.

- Charting options to visually represent through
various charts (line, pie, bar, etc.)

- Collapse and expandable feature to hide or reveal
certain aspects.

e The system must have interactive dashboards with features
such as:

- KPIs/metrics to provide at-a-glance summary to
measure performance.

- Ability to drill down on dashboard data elements
from summary to transactional level data to perform
analysis.

o The system must have export and share feature.

- Export reports to different supportable format (pdf,
excel, csv, etc.)

- Share through collaboration platforms (emails,
hyperlinks, etc.)

e The system must print queries including all pages or
selected pages. Prints should conform to a ‘fit to page’
format.

D400 — User Interface
D400-4 Reconciliation

Requirement Description Deliverables
o The system must have a repository to store and view e Application specification doc
reconciliations at Chart of Account / Fund/yr level as a or its Agile equivalent
hyperlink to adhere audit policies. o Component specification doc
e The system must perform computations and aggregation as or its Agile equivalent
per NYSED business logics to reconcile with the Statewide e Wireframes for New User
Financial System ledgers to identify discrepancies. interfaces & Reports

o The system must generate summary reconciliation reports
at the highest level (Chart of accounts) and allow for drill
down to lowest transactional level to perform analysis.

e The system must provide financial insights to help identify
potential reasons for discrepancies. This will aid in
identifying additional action that may be needed by the
reviewer/user.

e The system must convert transactional line-item attributes
to .pdf as clickable hyperlink to perform analysis.
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D400 — User Interface
D400-5 Notifications / Communications

Requirement Description

Deliverables

The system must send automated emails for user
registrations and onboarding.

The system must allow NYSED users to create and
customize notifications with minimal training.

The system must have automated notifications for
applicants, reviewers, and administrators at different stages
of grant lifecycle.

The system must offer chat communications from within
the system between the LEA’s and NYSED users.
Communication for a specific grant must be viewable
within that grant.

Generic communication with the LEA must be viewable at
the LEA level.

The system must send an acknowledgement to the LEA
users upon submitting a budget application/form.

The system must generate notifications when a grant
application status changes.

The system must generate notification alerts when grants
approach expiration dates.

The system must generate email notification such as
dunning letters, approval notification at defined frequency
until flags are mitigated (ex. overdue Final Expenditure
Report)

The system must alert users to system updates and
maintenance.

The system must provide security and privacy notifications.

Application specification doc
or its Agile equivalent
Component specification doc
or its Agile equivalent
Wireframes for New User
interfaces & Reports

D400 — User Interface
D400-6 Document Management

Requirement Description

Deliverables

The system must have centralized cloud storage and
retrieval of grant related documents such as: grant award
notices and supporting documentation that are sharable
through collaboration platforms, email, hyperlinks.

The system must have version control for documents to
track changes over time.

The system must have secure access control for sensitive
documents.

Application specification doc
or its Agile equivalent
Component specification doc
or its Agile equivalent
Wireframes for New User
interfaces & Reports

D400 — User Interface
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D400-7 Role-based Access and Privileges

Requirement Description

Deliverables

The system must be able to assign roles and privileges to a
login to restrict or limit access to functionality within the
application.

Application specification doc
or its Agile equivalent
Component specification doc
or its Agile equivalent
Wireframes for New User
interfaces & Reports

D400 — User Interface
D400-8 Online Help / Self-Service

Requirement Description

Deliverables

The vendor must provide online help/support to users in the
new system.

The vendor must create a manual for the entire application.
The vendor must provide instructional videos for users.

The vendor must provide various job-aids (step by step
instructions) for users.

Application specification doc
or its Agile equivalent
Component specification doc
or its Agile equivalent
Wireframes for New User
interfaces & Reports

D500 — UX Design and Information Architecture Deliverables

Requirement Description

Deliverables

The vendor must create clickable interactive
wireframes/prototype/mock-ups.

The vendor must create Style guide for development using
NYSED branding and

colors. https://eservices.nysed.gov/nysed-
assets/color_scheme.html

The vendor must create UX journey and story maps for
each persona.

The vendor must create an Information Architecture map
for full application.

The vendor must create workflows for persona
notifications, alerts, and approvals.

Application specification doc
or its Agile equivalent
Component specification doc
or its Agile equivalent
Wireframes for New User
interfaces & Reports

D600 — Integration

Requirement Description

Deliverables

The vendor must integrate the data transfers through batch
processing at scheduled intervals or real-time data ensuring
immediate updates and interaction between integrated
systems.

The vendor must detail and deliver a plan to handle data
integration from various sources and formats ensuring
smooth data flow and compatibility across the systems.
The vendor must define and document requirements for
existing system interfaces to be re-established in the new
environment. These interfaces include but not limited to:

CI/CD pipeline & Devops
tool set up & usage report.
Readiness report of
integrated test environment
with connectivity with
interfacing application.
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- Oracle Financial system (OF) - currently batch file
process through SFTP (Bidirectional)

- SEDREF - NYSED'’s institutional database
(Unidirectional)

e The vendor must define and document requirements for
new system interfaces in the new environment. These
interfaces include but are not limited to:

- SEDMON - Application intake survey system built
in house (Bidirectional)

- HighQ - RFP intake/contract creation system
(Bidirectional)

e The vendor must provide API’s (Request & Responses
structure) that are going to be mapped to field values on
forms.

e The vendor must develop API’s that can access internal
system databases using RESTful to perform CRUD (create,
read, update, delete) operations.

e The vendor must establish, test, and configure integrations
to support the Grants Financial Management System in the
new platform.

The vendor must adhere to stringent security measures
including proper authentication and authorization
mechanisms, comply with data privacy regulations. (Refer
Attachment 7.8).

D700 — Quality Assurance testing

D700-1 Functional & Non-Functional testing

Requirement Description

Deliverables

General
e The vendor must create user stories in JIRA for all

implementation development and project management tasks

and execute tests for all functionalities. The user stories
should be traceable to requirements, include test data,
preconditions, criteria, automation scripts, and test results
including failures and mitigations throughout the
implementation.

QA Test Plan
e Upon comprehensive understanding of project
requirements, the Vendor must provide a Quality
Assurance Test Plan, Test Cases, and Executed Test
Results documents.
Testing Environments
e The Vendor must provide a QA testing environment and a
Staging testing environment, separate from the Production
environment.
Testing Tools

CI/CD pipeline & Devops
tool set up & usage report.
Automated test suite set up
to run as soon as code is
checked in.

Readiness report of
integrated test environment
with connectivity with
interfacing application.
Unit testing results and SIT
test results.

UAT completion report
Test completion report for
fix of all major defects
identified during UAT.
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e Vendor must utilize advanced testing tools. Tools for test
management and developing automated and repeatable
functional and non-functional tests are required.

e Vendor must provide issue tracking software for logging,
monitoring, and closing.

User Interface Testing (UI)

e Vendor must test and evaluate that the Ul components are
correctly displayed and responsive including layouts,
forms, buttons, and navigation.

Functional Testing

e Vendor must execute functional testing to verify the system
is performing as intended.

Non-Functional Testing

e The vendor must conduct non-functional testing of the
software, such as: performance, useability, reliability, and
cloud application infrastructure.

Interoperability Testing
e The vendor must validate the interaction between the

system with external systems or applications and produce
the desired outcomes.

Compatibility Testing
e The vendor must test functionality and verify user

experience is the same across different web browsers and
versions, mobile devices, operating systems, and hardware.

Regression Testing
e Throughout the implementation, for any changes or

enhancements to the system environments the Vendor
should test previous functionality.

e Automated scripts created by the Vendor must be shared
with SED to assist with the testing.

Performance Testing (Load, Stress, Scalability)

e The vendor must test and assess the speed, responsiveness,
scalability, and stability of the system under different loads
and conditions.

Latency Testing
e The vendor must test and measure latency. If latency is not

acceptable Vendor should diagnose problems and offer
methods for improvement.

Accessibility Testing
e The vendor should test and verify system is compliant with

SED Accessibility Policy. (Refer to Attachment 7).

e The vendor should document results in a Voluntary Product
Assessment Template (VPAT) and submit to SED.

User Acceptance Testing (UAT)

e The vendor should prepare UAT Test environment and set
up Test Data per GF business UAT test cases, GF business
users will perform the UAT.
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Vendor will work with SED to verify system meets all pre-
determined SED needs and requirements. Vendor should

fix all high priority UAT defects before go-live of a feature.

D700 — Quality Assurance testing

D700-2 Security testing

Requirement Description

Deliverables

General
Vendor must provide a secure environment for NYSED

data.

Any hardware/software including servers, network, and
data components provided by Vendor, must protect, and
prevent unauthorized access to use, or modify the cloud
software and NYSED data.

NYSED IT Security Policies

All applicable controls listed in the following Information
Security policies and standards must be implemented.

Acceptable Use Policy- (NYSED SECP3-

V1 _Acceptable Use IT Resources) refer to
Attachment 7

Cybersecurity Incident Response Policy -
(NYSED_SECP9 V13 CybersecuritylncidentResp
onsePolicy) refer to Attachment 7.1

Cybersecurity Incident Response Standard —
(NYSED SECS1-V1_CIR) refer to Attachment 7.2
Data Classification Policy — (NYSED SECP7-
V6 _Data Classification PolicyFinal) refer to
Attachment 7.3

Data Privacy and Security Policy —

(master seddataprivacyandsecuritypolicy final jun
e-14-2021_0) refer to Attachment 7.4

Encryption Standard — (NYSED_ SECS7-
V5_EncryptionStandard) refer to Attachment 7.6
Firewall Policy — (FirewallPolicy) refer to
Attachment 7.7

Information Security Policy —

(NYSED SECP1_VS5_InformationSecurityPolicy)
refer to Attachment 7.8

Secure Disposal Standard — (NYSED SECS6-

V4 SecureDisposalStandard) refer to Attachment
7.9

Secure Remote Access Standard —
(NYSED_SECSS5-

V4 SecureRemoteAccessStandard) refer to
Attachment 7.10

Service Account Password Policy —
(NYSED_SECP8-

V4 ServiceAccountPasswordPolicy) refer to
Attachment 7.11

Penetration testing results
Vulnerability scanning test
results.

Disaster Recovery (DR) Test
results

Volume test Results
Availability / Stress testing
results
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Standards

e Vendor must be at minimum, SOC 2 compliant and provide
attestation report from audit conducted by a licensed
Certified Public Accountant.

e FEDRAMP authorization is preferred. If Vendor is in the
process of obtaining FEDRAMP authorization, evidence of
partnership with FEDRAMP in the Pre-Authorization stage
should be provided by the Vendor.

Encryption
e Vendor must ensure all data in transit and at rest is

encrypted including backups.
Privacy and Security
e Vendor must not access NYSED’s accounts or data except
if required for daily operations by authorized personnel.
e NYSED data may not leave the Continental United States
(CONUS).
e Vendor must disclose to NYSED the identity of any third-
party host of data.
e When storing data commingling is prohibited.
Physical and Environmental Security
e Vendor must provide policies documenting the physical
and environmental security controls protecting data and
information, hardware, human resource assets and storage
facilities.
Single Sign On (SSO)
e The system must allow single sign-on for internal and
external users and integrate with NYSED’s SSO.
Security Testing
e Vendor must perform penetration testing using industry
best practices on a regular basis and provide results report
to NYSED.
e Vendor must perform vulnerability scanning using industry
best practices on a regular basis and provide analysis of
results to NYSED.

D800 —Deployment

Requirement Description

Deliverables

Pre-deployment deliverables
The vendor must create plan with activities, owners, timing, and
escalation path/plan.
Deployment deliverables
e The vendor must:
- schedule all deployments with NYSED Staff
- address any issues during deployment.
- monitor deployment activities.
- remediate issues as they arise.
- test rollback plan.

Pre-deployment artifacts -

Back-out plan & testing of the

same

Nonfunctional testing and

security testing results and sign

off from NYSED.

- Penetration testing results

- Vulnerability scanning test
results.
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Post-deployment monitoring deliverables

The vendor must monitor application post launch (error
logs, escalation) and advise on mitigation.

The vendor must perform root cause analysis on critical
defects.

The vendor must fix critical issues post launch.

The vendor must create prioritized list of issues coming out
of launch.

The vendor must make final updates to documentation
(user stories, dev standards, requirements, automated
testing, etc.)

The vendor must perform error log review.

The vendor must track/monitor backlog of launch related
issues.

The vendor must provide 60 days warranty and SLA driven
resolution of post imp defects based on severity.

- Disaster Recovery (DR) Test
results

- Volume test Results

- Auvailability / Stress testing
results

e Deployment Se